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INTERNAL POPIA POLICY 

NOTICE: THIS POLICY IS FOR INTERNAL USE ONLY. THIS POLICY IS NOT AVAILABLE 

FOR DISTRIBUTION TO THE PUBLIC OR ANY THIRD PARTY WITHOUT PRIOR 
APPROVAL OF THE INFORMATION OFFICER OF THE SCHOOL. 

 

1. OVERVIEW 

1.1. Introduction to the Act 

1.1.1. The right to privacy forms the cornerstone of information and data protection laws 

worldwide. Similarly, the Protection of Personal Information Act 4 of 2013, as 

amended from time to time (“POPIA”) aims to protect the constitutional right to 

privacy in South Africa. Information and data protection have become a global issue 

and stringent protection thereof is now the international norm. 

1.1.2. POPIA was enacted with the intention of establishing, enhancing and modernising 
the South African framework governing the Processing1 of Personal Information and 

to bring South African legislation in line with the approaches of the international 

community. 

1.1.3. The enactment of POPIA means that we are attempting to align our privacy and 

data protection laws in line with acceptable global standards. POPIA is in fact based 

on the formation and data protection laws of the European Union, which like South 

Africa, base their laws on a human rights foundation. 

1.1.4. The primary objective of POPIA is to promote the constitutional right to privacy, 
which is enshrined in section 14 of the Constitution.  

1.2. Primary objectives of the Act 

1.2.1. As its most important aim, POPIA strives to protect Personal Information and ensure 

its confidentiality by regulating the way in which such information is generally 

collected, stored, used and even destroyed.  

1.2.2. It does so by introducing certain minimum measures or requirements in terms of 

which Personal Information must be Processed, and requiring that entities and 

 
1 Capitalised terms defined in paragraph 3 below. 
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persons who receive such personal details and information implement reasonable 

measures to ensure that Personal Information is Processed in a manner which –  

1.2.2.1. is fair and responsible;  

1.2.2.2. is conducted in a secure manner; and 

1.2.2.3. aims to ultimately ensure that such Personal Information remains 
private and confidential. 

1.2.3. POPIA also provides remedies to those whose right to privacy and data security has 

been infringed in order to protect persons from suffering damage and harm due to 

misuse of their Personal Information. 

1.2.4. In summary, the Act therefore aims to regulate the manner in which Personal 

Information is Processed, as well as to combat misuse of the Personal Information 

of Data Subjects. POPIA accordingly imposes obligations on Operators and 

Responsible Parties who Process the Personal Information of Data Subjects to 
ensure that such organisations comply with the provisions of the Act.  

1.3. POPIA effective date 

POPIA was signed into law on 19 November 2013, but the majority of the provisions only 

came into effect on 01 July 2020. This means that POPIA is now operational and that its 

provisions apply to the Processing of Personal Information and data going forward. 

1.4. Application of the Act to the School 

The “School” (as defined in paragraph 3) qualifies as a Responsible Party contemplated in 

Chapter 1 of the Act and therefore implements this internal POPIA Policy (as defined in 
paragraph 3) to establish clear procedures for the School to comply with the provisions of the 

Act. 

2. PURPOSE 

2.1. This document represents the formulation and implementation of a data protection policy, 

depicting the internal procedures and policies of the School as required in terms of POPIA. 

2.2. The Compliance Framework aims to set out the obligations, applicable procedures and time 

frames for every professional and support staff member who falls within the ambit of the Act. 

2.3. This Policy must be read with any and all other documents, manuals and guidance documents 
of the School pertaining to the Act. These include, but are not limited to: 
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2.3.1. Website Privacy Policy. 

2.3.2. Website Terms & Conditions of Use. 

2.3.3. PAIA Manual. 

2.3.4. Data Breach and Incidents Response Plan. 

2.3.5. Data Security Policy. 

2.3.6. Password Policy. 

2.3.7. POPIA training guides and information. 

3. DEFINITIONS 

In this Policy, unless the context otherwise requires, the following capitalised terms shall 

have the meanings assigned to them below and cognate expressions shall have corresponding 

meanings: 

“School” Rooha Pre-Primer CC with registration number 

2010/048873/23; 

“Compliance Framework”  the framework established in terms of this Policy of the 

School and detailed in paragraph 7 (Compliance 
Framework), and which is aimed at promoting and 
ensuring compliance by the School with its obligations 

in terms of the Act; 

“Constitution”  the Constitution of the Republic of South Africa of 1996; 

“Data Breach” any unauthorised access to the Personal Information of 

Data Subjects in the possession or under the control of 

the School or an Operator used by the School; 

“Data Subject”  a person to whom Personal Information relates and is 

therefore the party whose Personal Information is 
Processed by Responsible Parties. Data Subjects include 

identifiable, living natural persons and if applicable, an 

identifiable existing juristic person, to whom Personal 

Information may relate; 

“Employee(s)”  all professionals and support staff members of the 
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School who may engage in or facilitate the Processing 

of Personal Information; 

“Information Officer”  the individual who will be responsible, within an entity 

or institution, for ensuring compliance with POPIA and 

being responsible for the governance, management and 
security of Personal Information, as required in terms of 

POPIA and as more comprehensively defined in the Act, 

and any reference to “Information Officer” shall also 

constitute a reference to a duly appointed deputy 

information officer as contemplated in terms of POPIA; 

“Information Regulator”  the statutory body that is responsible for the 

enforcement and implementation of POPIA and which 

has been bestowed with extensive powers in terms of 
the Act, including the power to receive and investigate 

complaints, impose sanctions and publish guidelines 

and guidance documents in terms of POPIA compliance 

requirements; 

“Operator”  any person or entity that Processes Personal 

Information on behalf of a Responsible Party in terms 

of a contract or mandate, without falling under the 

direct authority of the Responsible Party; 

“Personal Information”  any information relating to an identifiable, living natural 

person and if applicable, to an existing identifiable 

juristic person, and which includes general Personal 

Information and Special Personal Information (as the 

relevant context and circumstances may require); 

“Policy” this internal POPIA policy which applies to the School 

and all its employees as set out in paragraph 4 below; 

“POPIA / the Act”  the Protection of Personal Information Act 4 of 2013, as 
may be amended, substituted or varied from time to 

time; 

“Processing”  the processing of Personal Information involves any 

collection, use, storage, deletion or destruction of 

Personal Information. The processing of Personal 
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Information is of an ongoing nature and compliance 

with the provisions of POPIA must be in place for as 

long as the Personal Information is being processed and 

stored, and “Process” and “Processed” in this context 

shall have a corresponding meaning; 

“Responsible Party”  the party responsible for ensuring compliance with 

POPIA when Processing Personal Information, and 

encompasses any public or private bodies or any other 

person that either alone or together with others, 

determines the purpose of and means for Processing 

Personal Information, and “Responsible Parties” shall 

have a corresponding meaning; 

“Senior Management” the board of directors, governing body and/or principal 
of the School from time to time; 

“Special Personal Information” Personal Information concerning –  

(i) the religious or philosophical beliefs; 

(ii) race or ethnic origin; 

(iii) trade union membership; 

(iv) political persuasion; 

(v) health or sex life; or 

(vi) biometric information (which includes 
information that is based on physical, 

physiological or behavioural 

characterisation including blood typing, 

fingerprinting, DNA analysis, retinal 

scanning and voice recognition), 

 of a Data Subject; or 

(vii) the criminal behaviour of a Data Subject to 

the extent that such information relates to – 

a. the alleged commission by a Data 
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Subject of any offence; or 

b. any proceedings in respect of any 

offence allegedly committed by a Data 

Subject or the disposal of such 

proceedings; 

“Technical and Organisational  

Security Measures” those appropriate, reasonable, technical and 

organisational measures aimed at protecting the 

integrity and confidentiality of Personal Information 

against loss of, damage to or unauthorised destruction 

and unlawful access to and against all other unlawful 

forms of Processing, and includes any generally 

accepted information security practices and procedures 
which may apply generally or be required in terms of 

specific industry or professional rules and regulations. 

4. SCOPE 

4.1. This Policy applies to all our Employees (including temporary, fixed-term, and permanent 

employees), consultants, contractors, trainees, seconded staff, home workers, casual 

workers, agency staff, volunteers, interns, agents, sponsors, or any other person or persons 

associated with us (including third parties), no matter where they are located. The Policy also 

applies to all directors, board members, and/or shareholders at any level. 

4.2. Compliance with the provisions of this Policy is mandatory and failure to do so can result in 

severe consequences for the School and the individuals concerned. 

4.3. This Policy –  

4.3.1. sets out the minimum standards to which all Employees of the School must adhere 

to at all times; 

4.3.2. exists in order to set out the responsibilities of all parties to whom this Policy applies; 

4.3.3. serves as a source of information and guidance for those to whom it applies on how 

to deal with the Processing of Personal Information; and 

4.3.4. provide information and guidance to our Employees on how to deal with a Data 

Breach. 
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5. POLICY IMPLEMENTATION 

5.1. The School may from time to tome provide training to all Employees, pertaining to what the 

acceptable and unacceptable practices are in relation to this Policy. 

5.2. Such training is compulsory for all Employees and shall include an in-depth discussion and 

explanation of this Policy. 

6. LEGAL FRAMEWORK 

6.1. Introduction 

In order to fully understand the compliance obligations in terms of POPIA, it is firstly necessary 

to understand the various concepts, role players, structure and framework that make up these 

obligations. These are discussed in further detail below. 

6.2. Important concepts 

6.2.1. Personal Information 

6.2.1.1. POPIA describes Personal Information as any information relating to an identifiable, 
living natural person and if applicable, to an existing identifiable juristic person. 

Personal Information may thus include the following: 

6.2.1.1.1. Information relating to the race, gender, sex, pregnancy, marital 

status, national, ethnic or social origin, colour, sexual orientation, age, 

physical or mental health, well-being, disability, religion, conscience, 

belief, culture, language and birth of a person. 

6.2.1.1.2. Information relating to the education or the medical, financial, criminal 

or employment history of a person. 

6.2.1.1.3. Any identifying number (such as an identity number or passport 

number), symbol, electronic mail address, physical address, telephone 

number, location information, online identifier or other particular 

assignment to the person. 

6.2.1.1.4. The personal opinions, views or preferences of the person. These 

constitute rather broad concepts and may encompass a wide range of 

information relating to a person. 

6.2.1.1.5. Correspondence (such as by means of electronic mail or letter) sent by 
a person that is implicitly or explicitly of a private or confidential nature 
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or further correspondence that would reveal the contents of the 

original correspondence. 

6.2.1.1.6. The views or opinions of another individual about a person. 

6.2.1.1.7. The name of a person if it appears with other Personal Information 

relating to the person or if the disclosure of the name itself would 
reveal information about the person. 

6.2.1.2. Personal Information that is Processed should be distinguished, so that it is clear 

what information applies to which Data Subject. Accordingly, Responsible Parties 

should make use of effective and efficient record keeping practices that allow this 

correlation between data and Data Subjects. 

6.2.2. In light of the broad nature of the concept of Personal Information, if and when the 

School requires customers, clients and other third parties to provide us with Personal 

Information, such as their name, identity number, residential address and contact 
details, we will be Processing Personal Information. 

6.2.3. POPIA distinguishes two categories of Personal Information, namely general 

Personal Information and so-called Special Personal Information. While the first 

category is broad enough to potentially extend to all Personal Information, the 

second category provides for various categories of sensitive Personal Information, 

which as a general rule, may not be Processed in the absence of certain 

requirements, which includes the consent of the Data Subject. 

6.2.4. Special Personal Information is regarded as sensitive, in light of the fact that misuse 
of these categories of information has the potential to severely and adversely affect 

the rights of Data Subjects, especially their rights to privacy and non-discrimination. 

The misuse of Special Personal Information may result in long term consequences, 

which adversely affects Data Subjects in relation to their social and occupational 

environment and development. As the School is responsible for the care and 

education of minors special attention should be made of the fact that said minors 

personal information is classified as Special Personal Information.  

6.2.5. Although Special Personal Information may generally not be Processed, such 
Processing may be justified and lawful if one of the exceptions listed in POPIA apply 

to the circumstances. These exceptions include the following: 

6.2.5.1. The Data Subject / his/her guardian (if applicable) has consented to the Special 

Personal Information being Processed. 
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6.2.5.2. The Processing is necessary for the establishment, exercise or defence of any right 

or obligation required by law. 

6.2.5.3. The Processing is necessary in order to comply with an obligation of international 

public law. 

6.2.5.4. Processing is for historical, statistical or research purposes to the extent that it 
serves a public interest and the Processing is necessary for that purpose, or it 

appears to be impossible or would involve an unreasonable effort to obtain consent, 

and sufficient guarantees are provided to ensure that the Processing does not 

adversely and disproportionately affect the individual privacy of the Data Subject. 

6.2.5.5. The information has deliberately been made public by the Data Subject and/or 

his/her guardian (if applicable). The key factor here is the intention of the Data 

Subject that the information should have been made public. The fact that Special 

Personal Information is contained in a public record does not automatically illustrate 
that the Data Subject wanted the information to be made public and consequently 

cannot be Processed under this exemption. 

6.2.5.6. It is noteworthy to keep in mind that the Processing of the Personal 

Information of children is prohibited, unless expressly authorised in 

terms of POPIA. This strict prohibition aims to advance the best interests of 

children in terms of the Constitution. The exceptions for Processing of this 

information are the same as for Special Personal Information, save for the fact that 

consent for Processing should be obtained from a competent person such as a 
parent or legal guardian. 

6.2.6. Processing 

6.2.6.1. In terms of POPIA, the Processing of Personal Information involves any collection, 

use, storage, deletion or destruction of Personal Information. The Processing of 

Personal Information is of an ongoing nature and compliance with the provisions of 

POPIA must be in place for as long as the Personal Information is being Processed 

(including when and for the entire time that such information is stored). 

6.2.6.2. POPIA applies to the Processing of all Personal Information by or for a Responsible 
Party by automated (namely electronic) or non-automated (non-electronic) means. 

6.2.6.3. In the event that Personal Information is Processed by automated means, which 

includes all electronic sources, it must be entered into a “record” by or for the 

Responsible Party. A record is described broadly in terms of POPIA and includes all 
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recorded information, irrespective of the form or medium of such information. 

POPIA requires that a record must be in the possession or under the control of a 

Responsible Party, irrespective of whether it was created by the Responsible Party 

and regardless of when it came into existence. A record may be any of the following: 

6.2.6.3.1. Writing on any material. 

6.2.6.3.2. Information produced, recorded or stored by means of any tape-

recorder, computer equipment, whether hardware or software or both, 

or other device, and any material subsequently derived from 

information so produced, recorded or stored. 

6.2.6.3.3. A label, marking or other writing that identifies or describes anything 

of which it forms part, or to which it is attached by any means. 

6.2.6.3.4. A book, map, plan, graph or drawing. 

6.2.6.3.5. A photograph, film, negative, tape or other device in which one or more 
visual images are embodied so as to be capable, with or without the 

aid of some other equipment, of being reproduced. 

6.2.6.4. In the event that the Personal Information is processed by non-automated means, 

for example paper, text and other hard copy sources, it must be entered into a 

record by or for the Responsible Party and form part of a filing system or must be 

intended to form part of a filing system. By implication, if Personal Information held 

in a physical form is not filed as part of a filing system, or is not intended to be filed 

as part of a filing system, then POPIA will not apply. 

6.2.7. Sharing and outsourcing of Personal Information 

6.2.7.1. Responsible Parties will often, for a variety of reasons, wish to share Personal 

Information under their possession and control with third parties. For example, 

Responsible Parties may want to share Personal Information for certain operational 

reasons, between their related and inter-related business entities. Such sharing of 

Personal Information may be rendered POPIA compliant if the Data Subject is 

informed of this fact and consents to the sharing of their Personal Information. 

6.2.7.2. Responsible Parties may also wish to outsource the Processing of Personal 
Information to third party operators who further Process the Personal Information 

on behalf of the Responsible Party for the payment of a fee. Operators generally 

include, amongst others, various service providers, provincial or national 
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departments, businesses such as payroll companies, telemarketing companies or 

businesses that conduct customer satisfaction surveys, process research data or 

store and administer information. 

6.2.7.3. The sharing of Personal Information with Operators is permissible provided that all 

the requirements for outsourcing of the Personal Information to an Operator in 
terms of POPIA are met. 

6.2.7.4. It is important to note that the outsourcing of Personal Information to an Operator 

does not release the Responsible Party from its obligations in terms of POPIA. If the 

Operator contravenes POPIA in any way, the Responsible Party will still be held 

accountable. 

6.2.7.5. It is therefore advisable that a proper Operator agreement be concluded between 

the relevant parties before any data processing is outsourced. The conclusion of a 

written agreement in this regard should be discussed with the Information Officer 
should same be required or relevant in accordance with the circumstances. 

6.3. The role players 

It is important to distinguish between the different role players in terms of POPIA, since the 

same person or entity can be a different role player (Data Subject, Responsible Party or 

Operator) under different circumstances. Knowing what role player the School is under such 

varying circumstances has an impact on our responsibilities and potential liability. 

6.3.1. The Data Subject 

6.3.1.1. POPIA identifies the Data Subject as the person to whom Personal Information 
relates and is therefore the party whose Personal Information is Processed by 

Responsible Parties. 

6.3.1.2. Data Subjects include identifiable, living natural persons, including minor children 

and if applicable, an identifiable existing juristic person, to whom Personal 

Information may relate. 

6.3.1.3. It is important to note two main considerations from this definition, firstly that 

deceased persons cannot qualify as Data Subjects in terms of POPIA and secondly, 

that the Data Subject must be identifiable. Accordingly, if the Personal Information 
of a Data Subject has been de-identified then POPIA will not apply. This may be 

relevant in circumstances where the identifying information, such as a name and 

identity number of persons who participated in a survey is redacted or removed 
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from a questionnaire form and only their answers are used, stored or further 

Processed. 

6.3.1.4. A Data Subject will accordingly be the party that will provide a particular business 

or institution with their identifying and Personal Information. 

6.3.1.5. In determining who is a Data Subject, it is important to remember that a Data 
Subject must be identifiable. Persons are considered to be identifiable if they can 

be distinguished and differentiated from other persons through their Personal 

Information, such as their name, identity number, learner number, motor vehicle 

registration or residential address. Data Subjects may also be identified on the basis 

of their indisputable biological characteristics and their psychological and 

behavioural traits. 

6.3.1.6. Therefore, if a Responsible Party holds for example, the identity number of a person, 

that person will be identifiable and qualify as a Data Subject in terms of POPIA, 
since their identity number can be used to distinguish them from other persons. 

6.3.1.7. Data Subjects are not only South African citizens or persons domiciled in South 

Africa. A Data Subject can therefore be resident anywhere in the world, with the 

Processing of their Personal Information by a local Responsible Party also qualifying 

the person as a Data Subject. 

6.3.2. The Responsible Party 

6.3.2.1. POPIA describes a Responsible Party as the party responsible for ensuring 

compliance with the Act when Processing Personal Information, and encompasses 
any public or private bodies or any other person that either alone or together with 

others, determines the purpose of and means for Processing Personal Information. 

6.3.2.2. Therefore, a Responsible Party is the entity (the ‘who’) that requires the Personal 

Information of a Data Subject for a particular purpose (the ‘why’) and consequently 

establishes how such Personal Information will be Processed to achieve its goals 

(the ‘how’). 

6.3.2.3. A Responsible Party will be held accountable and be liable to face the 

consequences of non-compliance if the provisions of POPIA are not 
complied with. 

6.3.2.4. A Responsible Party will request a Data Subject to provide their Personal 

Information, for example their name, identity number, banking details and 
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residential address by way of a client information form, in order to achieve some 

purpose as determined by the Responsible Party. 

6.3.2.5. The purpose behind the Processing of Personal Information will vary from 

Responsible Party to Responsible Party. This will depend on the business of the 

Responsible Party and why they need certain Personal Information of Data Subjects. 

6.3.2.6. In the event that Personal Information is collected by a business and thereafter 

transferred to another party for further Processing, such as the storage, use for a 

particular purpose or destruction, the first business will qualify as the Responsible 

Party in terms of POPIA. 

6.3.2.7. It is important to remember that persons who Process Personal Information purely 

for a household or personal reason will not qualify as Responsible Parties in terms 

of POPIA. For example, the collection and storage of names and contact numbers 

of family and friends will not attract POPIA compliance, since the risk to the right to 
privacy of third parties is minimal. But note that once household or personal 

information is given or provided to the School POPIA will become effective.  

6.3.3. The Operator 

6.3.3.1. POPIA allows Responsible Parties to outsource Personal Information to other parties 

for further Processing. These third parties that will be responsible for the further 

Processing of Personal Information are known as Operators. 

6.3.3.2. An Operator is described by POPIA as any person or entity that Processes Personal 

Information on behalf of a Responsible Party in terms of a contract or mandate, 
without falling under the direct authority of the Responsible Party. 

6.3.3.3. Operators often include businesses such as data centres that store Personal 

Information on behalf of a Responsible Party, call centres that conduct direct 

marketing activities for Responsible Parties and research centres that Process and 

analyse data on behalf of Responsible Parties who require such information for a 

particular purpose. 

6.3.3.4. The test to determine whether or not an entity can be classified as an Operator 

involves two questions: 

6.3.3.4.1. Do they determine the purpose (“why”) and means (“how”) for the 

Processing of the Personal Information? 

6.3.3.4.2. Do they Process the Personal Information on the instruction of a 
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Responsible Party in accordance with some mandate or agreement? 

6.3.3.5. If the first question is answered “no” and the second question “yes”, then the 

entity/person will qualify as an Operator in terms of POPIA. 

6.3.3.6. If the first question is answered “yes”, then the entity/person will not be considered 

as an Operator in terms of POPIA and it will not be necessary to ask the second 
question, since it will fall outside the definition. 

6.3.3.7. If the second question is answered “no” under any circumstance, then the 

entity/person will also not be considered as an Operator in terms of POPIA, as it will 

fall outside the scope of the definition. 

6.3.3.8. It is important to keep in mind that a business entity, person or institution may 

qualify as both a Responsible Party and an Operator in different circumstances. 

6.3.4. The Information Officer 

6.3.4.1. POPIA requires that Responsible Parties put forward an individual who will be 
responsible, within that entity or institution, for ensuring compliance with POPIA 

and being responsible for the governance, management and security of Personal 

Information. These persons are known as Information Officers. 

6.3.4.2. POPIA emphasises and expands on the role of Information Officer, as established 

and defined in the Promotion of Access to Information Act 2 of 2000 (“PAIA”). 

Information Officers are relevant in relation to both public and private bodies.  

6.3.4.3. The Information Officer of a Responsible Party will generally be the executive head 

of that entity or institution, as well as any person duly appointed by the Information 
Officer to perform his or her duties. Such appointed person is known as a deputy 

Information Officer. 

6.3.4.4. Employees will be informed from time to time who the Information Officer and 

deputy Information Officer(s) of the School are. All queries and concerns regarding 

POPIA, our compliance obligations and this Policy should be directed to the deputy 

Information Officer. 

6.3.5. The Information Regulator 

6.3.5.1. POPIA provides for the establishment of the Information Regulator. This statutory 
body is responsible for the enforcement and implementation of POPIA. 
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6.3.5.2. The Information Regulator has been bestowed with extensive powers in terms of 

POPIA, including the power to receive and investigate complaints, impose sanctions 

and publish guidelines and guidance documents in terms of POPIA. 

6.3.5.3. Practically speaking, the Information Regulator is the watchdog that ensures that 

POPIA is correctly adhered to by Responsible Parties and to set the standards that 
need to be met for compliance with the Act. 

6.4. Additional considerations 

6.4.1. Direct marketing activities 

Direct marketing is considered to be a legitimate business interest globally and in 

South Africa. POPIA imposes certain rules in relation to direct electronic marketing 

practices. 

6.4.2. Transfer of Personal Information across borders 

6.4.2.1. Personal Information may be transferred to various countries worldwide by a variety 
of different means. These means may include (but are not limited to) transfers by 

post, telecommunications systems, satellite computer networks and even personal 

delivery of data. 

6.4.2.2. The increasing use of the internet, electronic mail and cloud-based systems and 

storage has especially facilitated the convenience and expedience with which 

information can be transferred from one country to another. 

6.4.2.3. At its core, the transfer of Personal Information to foreign countries should not be 

viewed as a separate issue from the transfer of Personal Information within South 
Africa. It merely constitutes a more complex form of transfer since it is complicated 

by various considerations such as sovereignty and trade. Ultimately, a Data Subject’s 

Personal Information should not receive a lower standard of protection in a foreign 

country than it would have received if the provisions of POPIA continued to apply 

to the Processing of such information. 

6.4.2.4. In circumstances where Personal Information is transferred outside South Africa, 

the Responsible Party must notify all Data Subjects that it intends to transfer their 

Personal Information to another country and inform the Data Subjects of the level 
of protection that their information will have in such third-party country. This is 

particularly relevant where use is made of cloud storage or data is shared by a 

School with branches or partners in other countries. This may become applicable 
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for the School should one parent residing overseas request Personal Information.  

6.4.2.5. These considerations are based on the underlying intention of POPIA that Personal 

Information should remain protected and secure even after it has been transferred 

to another country where POPIA does not apply. 

6.4.2.6. The most effective way to ensure that a cross border transfer of Personal 
Information is POPIA compliant, is to obtain the consent of the relevant Data 

Subject(s) whose Personal Information is being transferred abroad. 

6.5. The conditions for lawful Processing 

6.5.1. POPIA makes provision for eight conditions, or pillars, which govern the lawful 

Processing of Personal Information. 

6.5.2. As a Responsible Party, these so-called pillars of compliance must be adhered to by 

the School in order to ensure that we successfully discharge our obligations in terms 

of POPIA and lawfully Process Personal Information. Our approach to ensuring 
compliance with our obligations under each condition is set out more 

comprehensively below. 

6.5.3. Condition 1: Accountability 

6.5.3.1. The School carries the obligation of ensuring that Personal Information is Processed 

lawfully and that the conditions to ensure such lawful Processing are complied with. 

POPIA makes the School accountable for its Processing activities and sets out our 

liability in the event that Personal Information is not Processed in a lawful manner. 

6.5.3.2. It is important to keep in mind that the School remains accountable even if the 
Processing of Personal Information is outsourced, or if Personal Information is 

shared with third parties. Such sharing of Personal Information outside the School 

must therefore be carefully scrutinised and only take place in accordance with the 

provisions of POPIA and this Policy. 

6.5.4. Condition 2: Processing limitation 

6.5.4.1. The Processing limitation condition entails that the School - 

6.5.4.1.1. should only allow minimal Processing of Personal Information; 

6.5.4.1.2. should obtain the consent of Data Subjects in order to Process Personal 
Information; 
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6.5.4.1.3. must be justified in Processing the Personal Information; and 

6.5.4.1.4. should as far as is reasonably practicable, collect Personal Information 

directly from the particular Data Subject. 

6.5.4.2. Personal Information may only be Processed if such Processing is adequate, relevant 

and not excessive. Accordingly, the nature and scope of the Processing activity must 
be clear and Employees should at all times be mindful of Personal Information being 

Processed and ensure that same is relevant for its purpose and not more than is 

necessary to achieve such purpose. 

6.5.5. Condition 3: Purpose specification 

6.5.5.1. POPIA requires that Personal Information must be collected for a specific, explicitly 

defined and lawful purpose related to a function or activity of the School. 

6.5.5.2. Data Subjects should also be informed of such Processing and the purpose thereof. 

6.5.6. Condition 4: Further Processing limitation 

6.5.6.1. Any further Processing of Personal Information must be in accordance or compatible 

with the purpose for which the Personal Information was originally collected. 

6.5.6.2. This original purpose must not be deviated from during the course of the Processing 

of Personal Information. 

6.5.6.3. If the Personal Information collected will be used for any purpose other than the 

original purpose, the relevant Employee must first obtain consent from the Data 

Subject prior to such Processing, or such Processing must otherwise be justified. 

6.5.7. Condition 5: Information quality 

6.5.7.1. Data quality is a significant aspect to be considered since data that is of a sub-

standard quality may negatively affect a Data Subject. Data quality is also important 

when it is considered that Personal Information generally carries commercial value. 

6.5.7.2. The Employee responsible for collecting/Processing the Personal Information must 

ensure that the information is up to standard, and where applicable up to date 

where such information is outdated. 

6.5.7.3. POPIA obliges the School to take reasonably practicable steps to ensure that all the 

Personal Information which we collect is complete, accurate and not misleading. 
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6.5.8. Condition 6: Openness 

6.5.8.1. A cornerstone of POPIA is the promotion of transparency. This goal is advanced 

through the condition of “openness” which, in essence, requires that Data Subjects 

must be notified when their Personal Information is being Processed. 

6.5.8.2. Simply put, this means that information should not be Processed in secret. To this 
end, the Employee handling the Processing of the Personal Information must follow 

the internal procedures, set out in the Compliance Framework, to ensure that the 

Data Subject is aware that their Personal Information is being Processed by the 

School. 

6.5.8.3. Records must also be kept by all Employees of all Processing activities conducted 

by them in relation to a particular Data Subject. 

6.5.9. Condition 7: Security safeguards 

6.5.9.1. The use of the word “protection” in the title of POPIA places emphasis on securing 
Personal Information and an obligation to ensure that it remains safe. Ensuring the 

security of Personal Information of Data Subjects is the most important condition 

for lawful Processing in terms of POPIA, since security failures and breaches have 

the potential for Data Subjects to suffer significant harm. 

6.5.9.2. The harm that is suffered by Data Subjects is also high risk for the School, as any 

breaches in data security damages the name of the School. The security policy of 

the School relating to data security must be adhered to by all Employees Processing 

Personal Information. 

6.5.9.3. POPIA obliges the School to ensure the integrity and confidentiality of Personal 

Information in our possession. Data security is advanced by appropriate and 

reasonable technical and organisational measures as set out in the Compliance 

Framework to prevent the loss of, damage to, unauthorised destruction of, unlawful 

access to or the unlawful Processing of Personal Information. 

6.5.9.4. In advancing data protection, the School must take into account generally accepted 

information security practices and procedures that it may put in place, as well as 

practices and procedures that may be required by it in terms of industry specific 
rules and regulations. These will be communicated by Senior Management to 

Employees from time to time, under the auspices of this Policy and as changing 

circumstances and developments may require. Employees must at all times be up 

to date and aware of these requirements and must regularly confirm that their 
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knowledge in this regard is up to date. 

6.5.10. Condition 8: Data Subject participation 

6.5.10.1. Data Subjects are entitled, in terms of POPIA, to request access to the Personal 

Information held by the School, as well as the amendment and deletion of such 

information. 

6.5.10.2. The School is obliged, if so requested, to provide confirmation to Data Subjects that 

we hold their Personal Information (free of charge), to provide a description of the 

Personal Information in question and to confirm the identity of all third parties or 

the categories of third parties who have received their Personal Information. The 

procedures for submitting such a request to the School are contained in the PAIA 

Manual of the School, which is available on the website of the School at Popspot. 

7. COMPLIANCE FRAMEWORK 

PILLARS COMPLIANCE DUTY APPLICABLE SECTIONS OF 
CHAPTER 3 OF POPIA 

1 Accountability 8 

2 Processing limitation 9, 10, 11, 12 

3 Purpose specification 13, 14 

4 Further Processing limitation 15 

5 Information quality 16 

6 Openness 17, 18 

7 Security safeguards 19, 20, 21, 22 

8 Data Subject participation 23, 24, 25 

 

7.1. PILLAR 1: Ensuring accountability, both internally and when outsourcing the 

Processing of Personal Information 

7.1.1. Internal accountability 

7.1.1.1. The School endorses a policy of responsibility, not only by the School to Data 
Subjects but also by Employees to the School. 

7.1.1.2. Employees must keep in mind that the School is accountable in terms of POPIA 

when we Process any Personal Information as a Responsible Party. Therefore care 
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should always be taken by all Employees when dealing with Personal Information, 

especially the Personal Information of minor children/learners of the School.  

7.1.1.3. In the event that any Employee is uncertain of our POPIA obligations when dealing 

with Personal Information internally, this should be discussed with the Information 

Officer without delay. 

7.1.2. Accountability when outsourcing Processing of Personal Information 

7.1.2.1. In order to ensure that the principle of accountability is adhered to, the following 

measures will be taken when Operators Process Personal Information on behalf of 

the School: 

7.1.2.1.1. All contracts with Operators should include clauses or annexures which 

require the Operator to make use of security safeguards that measure 

up to or surpass the standards used by the School and those required 

in terms of POPIA. 

7.1.2.1.2. Provision should be made in all new Operator agreements for the 

Operator to be held liable for damages suffered if a claim for a Data 

Breach is successful against the School. 

7.1.2.2. In the event that any Employee is uncertain of our POPIA obligations when 

outsourcing Personal Information to Operators or otherwise sharing of Personal 

Information outside the School, this should be discussed with the Information 

Officer without delay. 

7.2. PILLAR 2: Limiting the Processing of Personal Information 

7.2.1. Lawful Processing 

7.2.1.1. All Personal Information Processed by Employees must be Processed in a manner 

that is lawful, reasonable and does not infringe on the privacy of the Data Subject. 

7.2.1.2. As a general rule, all Personal Information Processed by Employees must be treated 

as sensitive information and must not be disseminated or discussed with parties not 

involved in the Processing. More comprehensive detail relating to which Employees 

are permitted to have access to which type of information is set out in “Annexure 

A” (Employee access to Information) hereto. 

7.2.2. Minimality 
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7.2.2.1. Before Processing Personal Information, the Employee should consider the 

following: 

7.2.2.1.1. Is the Personal Information adequate for the purpose for which it is 

being Processed? 

7.2.2.1.2. Is the Personal Information relevant for the purpose for which it is 
being Processed? 

7.2.2.1.3. The Personal Information which is being Processed should not be 

excessive, in other words, only the necessary and required Personal 

Information should be Processed to achieve the goal for which it is 

Processed. 

7.2.2.2. If the answer to any of the above considerations is in the negative, the Personal 

Information to be Processed should be reconsidered and revised to ensure 

conformity with this Policy, and in the event that any doubts persist, these should 
be brought to the attention of and discussed with the Information Officer without 

delay. 

7.2.3. Consent, justification and objection 

7.2.3.1. Processing Personal Information should only commence once consent is received 

from the Data Subject to Process their information and where the Data Subject is a 

minor, a competent person should consent on their behalf. 

7.2.3.2. The consent of the Data Subject is not required in the following circumstances: 

7.2.3.2.1. when the Processing occurs in the process of carrying out obligations 
in terms of a contract to which the Data Subject is a party; 

7.2.3.2.2. when the Processing is conducted by the School to meet a statutory 

obligation; 

7.2.3.2.3. where the Processing protects a legitimate interest of the Data Subject; 

or 

7.2.3.2.4. when Processing is necessary to pursue the interests of the School or 

a third party to whom the Personal Information is supplied. 

7.2.3.3. Adequate records should be kept by the Employee who obtained consent from the 
Data Subject to prove that consent for the Processing was indeed obtained. These 
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records should be stored in hard copy on the physical file (if applicable) and an 

electronic version on the electronic platforms used by the School, if applicable. 

7.2.3.4. While practical measures to prove consent may vary from time to time, the signed 

learner enrolment/application form received from guardians/parents is sufficient 

consent to Process their Personal Information in line with their instructions. 

7.2.4. Collection directly from Data Subject 

7.2.4.1. As a point of departure, Personal Information should always be collected directly 

from the Data Subject their parent/guardian (if applicable) as far as possible. The 
following circumstances are exceptions to this rule: 

7.2.4.1.1. The Personal Information is available in or collected from a public 

record or has been deliberately been made public by the Data Subject. 

7.2.4.1.2. Either the Data Subject or a competent person on behalf of the Data 

Subject has consented to the collection of their Personal Information 

from another source. 

7.2.4.1.3. The legitimate interests of the Data Subject would not be prejudiced 

by collection from another source. 

7.2.4.1.4. When collection from another source is necessary - 

7.2.4.1.4.1. for the School to meet a statutory obligation; 

7.2.4.1.4.2. to maintain the legitimate interests of the School or a 

third party to whom the Personal Information is 

supplied; and 

7.2.4.1.4.3. for use in court or tribunal proceedings (such as 

arbitration) that have either already commenced or are 

reasonably being contemplated. 

7.2.4.1.5. The lawful purpose of collecting the Personal Information would be 
prejudiced by collecting directly from the Data Subject. 

7.2.4.1.6. Collection directly from the Data Subject is not reasonably practicable 

in any particular case. 

7.2.4.1.7. Where collection from any source other than the Data Subject directly 

is contemplated, such collection should be approved by the relevant 
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Employee in writing, to be kept on record, setting out why collection 

from the Data Subject was not appropriate in the particular 

circumstances. In the event that an Employee has any uncertainty 

regarding the collection of any information from a source other than 

the Data Subject, this should be brought to the attention of and 
discussed with the Information Officer without delay. 

7.3. PILLAR 3: Processing Personal Information in line with its purpose 

7.3.1. Collection for specific purpose 

7.3.1.1. Any Personal Information collected must be collected for a specific purpose and be 

related to a function or activity that is performed by the School. This will 

substantially differ from case to case, however the provisions of this Policy and 

relevant legislation should be used as guide to determine to what extent Personal 

Information is necessary to achieve the desired outcome for any matter. 

7.3.1.2. The Data Subject should therefore be informed of what the purpose for the 

Processing of their Personal Information is. 

7.3.2. Retention and restriction of records 

7.3.2.1. POPIA requires that once the purpose for which the Personal Information was 
collected has been achieved, it should no longer be retained. Though this is a 

general requirement, the nature of the work that the School engages in means that 

retention of records for varying periods of time remains essential. In the following 

circumstances such records and Personal Information may be retained: 

7.3.2.1.1. retention is required by law or any applicable code of conduct; 

7.3.2.1.2. the School requires the record for lawful purposes related to its 

functions and activities; 

7.3.2.1.3. retention is agreed to in a contract between the School and the Data 
Subject; or 

7.3.2.1.4. where consent for such retention has been obtained from either the 

Data Subject or a competent person, in the case of a minor. 

7.3.2.2. Where records are no longer required as contemplated above and it is reasonable, 

as well as legally and practically possible to do so, records should be destroyed or 

deleted after 7 (SEVEN) years. 
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7.3.2.3. The destruction or deletion contemplated in paragraph 7.3.2.2 should render the 

records unidentifiable and incapable or reconstruction. 

7.3.2.4. The Processing of Personal Information by the School will be restricted if - 

7.3.2.4.1. the accuracy of the Personal Information is contested by the Data 

Subject. This restriction will be applicable until the School can verify 
the accuracy of the Personal Information; 

7.3.2.4.2. the School has achieved the purpose for which the Personal 

Information was initially collected and it is now merely retained for 

record keeping purposes; or 

7.3.2.4.3. the Processing took place in an unlawful manner. However, the Data 

Subject may request that the Personal Information not be deleted or 

destroyed and that its Processing be restricted instead. 

7.3.2.5. The Personal Information identified in paragraph 7.3.2.4 may only be stored and 
not Processed further, unless it is Processed for - 

7.3.2.5.1. purposes of proving any legitimate matter related to the initial purpose 

of the Processing by the School; 

7.3.2.5.2. a matter where consent for such Processing has been obtained from 

either the Data Subject or a competent person, in the case of a minor; 

7.3.2.5.3. purposes of protecting the interests of another natural or legal person; 

or 

7.3.2.5.4. the benefit of the public interest. 

7.3.2.6. If the Processing of Personal Information is restricted in terms of paragraph 7.3.2.4, 

the Data Subject must be informed prior to the lifting of the restriction of the 

Processing of such information. 

7.3.3. In the event that an Employee has any uncertainty regarding the purpose of the 

Processing of the Personal Information, this should be brought to the attention of 

and discussed with the Information Officer without delay. 

7.4. PILLAR 4: Further Processing to be done in line with its original purpose 

7.4.1. Any further Processing of Personal Information in the possession of the School must 
be Processed in accordance or compatible with the purpose for which it was 
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originally collected. The further Processing of Personal Information should take into 

account - 

7.4.1.1. the relationship between the purpose of the intended further Processing and the 

purpose for which the information was originally collected; 

7.4.1.2. the nature of the Personal Information concerned; 

7.4.1.3. the consequences, if any for the Data Subject due to the further Processing; 

7.4.1.4. the manner that the Personal Information was initially collected; and 

7.4.1.5. any contractual obligations and rights between the Data Subject and the School. 

7.4.2. The further Processing is compatible with the original purpose if - 

7.4.2.1. consent for such Processing has been obtained from either the Data Subject or a 

competent person, in the case of a minor; 

7.4.2.2. the Personal Information is available in or collected from a public record or has been 

deliberately been made public by the Data Subject; and/or 

7.4.2.3. the further Processing is needed for - 

7.4.2.3.1. compliance with any statutory duty; and 

7.4.2.3.2. for use in court or tribunal proceedings that have either already 

commenced or are reasonably being contemplated. 

7.4.3. The further Processing of Personal Information may also take place under such 

exceptions as published by the Information Regulator from time to time pursuant 

to section 37 of POPIA. 

7.4.4. In the event that an Employee has any uncertainty regarding whether further 
Processing of the Personal Information is in line with its original purpose, this should 

be brought to the attention of and discussed with the Information Officer without 

delay. 

7.5. PILLAR 5: Ensuring the quality of Personal Information  

7.5.1. POPIA places a duty on the School to put in place reasonably practicable measures 

to ensure that Personal Information Processed by the School is complete, accurate 

and updated where necessary. To this end, the following is expected of Employees: 
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7.5.1.1. Where any relationship, matter or transaction with a Data Subject forms part of a 

continuing business relationship / teacher-learner with the Data Subject (as client) 

and is not a once-off transaction with the School, the School shall use reasonable 

measures to within its business relationship ensure and confirm the accuracy of the 

Personal Information in its possession in respect of the Data Subject.  

7.5.1.2. Should any Employee have any reason to reasonably suspect that the information 

in possession of the School is incorrect or outdated, the Employee must contact the 

Data Subject to ascertain the accuracy of the Personal Information. 

7.5.1.3. The purpose of the Personal Information in possession of the School should be taken 

into consideration when considering the above. If a particular matter requires more 

frequent confirmation of such information, the Employee should undertake such 

follow-ups with due care and as often as may be necessary in the circumstances. 

7.5.2. In the event that an Employee has any uncertainty regarding data quality and their 
obligations in this regard, this should be brought to the attention of and discussed 

with the Information Officer without delay. 

7.6. PILLAR 6: Ensuring transparency and openness 

7.6.1. Documentation 

POPIA requires that the School retain documentation to prove the Processing of all 

Personal Information that the School Processes. These records may stored in 

electronic and where applicable, physical files relating to the relationship between 

the School and the Data Subject involved. 

7.6.2. Notification to Data Subject when collecting Personal Information 

7.6.2.1. The following practical measures are to be put in place to ensure that Data Subjects 

are informed that the School is Processing their Personal Information, to the extent 

that such Processing is not otherwise justified in terms of POPIA and notification is 

not required (these circumstances are depicted in paragraph 7.6.2.2 below): 

7.6.2.1.1. A consent form in the format attached hereto as Annexure A (Consent 
Form) should be provided (electronically or in person) to a Data Subject 

that is a new client / parent of the School, indicating that the School is 
Processing their Personal Information and indicating that - 

7.6.2.1.1.1. the Personal Information being collected and where 

the information is not collected from the Data Subject, 
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the source from which it is collected; 

7.6.2.1.1.2. the name and address of the School; 

7.6.2.1.1.3. the purpose for which the Personal Information is 

being collected; 

7.6.2.1.1.4. whether the supply of the Personal Information by that 
Data Subject is voluntary or mandatory; 

7.6.2.1.1.5. the consequences of failure to provide the Personal 

Information; 

7.6.2.1.1.6. any particular law authorising or requiring the 

collection of the Personal Information, such as, for 

example, the Financial Intelligence Centre Act 38 of 

2001; 

7.6.2.1.1.7. any further relevant information, such as the - 

7.6.2.1.1.7.1. recipient or category of recipients of the 

Personal Information; 

7.6.2.1.1.7.2. nature or category of the Personal 

Information; 

7.6.2.1.1.7.3. existence of the right of access to and 

the right to rectify the Personal 

Information collected; 

7.6.2.1.1.7.4. existence of the right to object to the 
Processing of Personal Information; and 

7.6.2.1.1.7.5. right to lodge a complaint to the 

Information Regulator and the contact 

details of the Information Regulator, 

which is necessary, having regard to the 

specific circumstances in which the 

Personal Information is or is not to be 

Processed, to enable Processing in 
respect of the Data Subject to be 

reasonable. 
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7.6.2.1.2. The consent form should be provided to the Data Subject prior to 

collection of Personal Information from the Data Subject and the Data 

Subject should be required to indicate his/her consent through 

signature or acceptance of the consent form. This is not required where 

the Data Subject is already aware of the information set out in 
paragraph 7.6.2.1.1, such as for example to existing parents who 

already are aware that the School is Processing their Personal 

Information and that of their child/ren have been notified of all relevant 

information, or if the Processing of Personal Information is otherwise 

justified in terms of POPIA (these circumstances are depicted in 

paragraph 7.6.2.2 below). 

7.6.2.1.3. In any matter where the collection does not take place directly from 

the Data Subject, the Data Subject should be notified prior to the 
collection of their Personal Information and where this is not 

reasonably practicable, as soon as possible thereafter, provided that 

the Processing of Personal Information is otherwise justified in terms 

of POPIA (these circumstances are depicted in paragraph 7.6.2.2 

below). 

7.6.2.2. Notification as set out in paragraph 7.6.2.1 is not necessary if: 

7.6.2.2.1. the Data Subject or competent person, in the case of a minor, has 

consented to and indicated that such notification is not required; 

7.6.2.2.2. non-compliance will not negatively prejudice the legitimate interests of 

the Data Subject as set out in POPIA and this Policy; 

7.6.2.2.3. the notification is prevented by any legislation; 

7.6.2.2.4. the Personal Information collected is for use in court or tribunal 

proceedings that have either already commenced or are reasonably 

being contemplated; 

7.6.2.2.5. compliance would prejudice a lawful purpose of the collection; 

7.6.2.2.6. the circumstances of a particular matter render such notification 
reasonably impracticable; or 

7.6.2.2.7. the information collected will be used in such a way that the Data 

Subject cannot be identified or will be used for historical, statistical or 
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research purposes. 

7.6.2.3. In circumstances where an Employee has any uncertainty pertaining to the 

notification requirements of the School, same should be discussed with the 

Information Officer. 

7.6.2.4. All signed or approved consent forms may be stored electronically and/or physically 
as required by the relevant Employee. 

7.6.3. Privacy Policy 

It should also be kept in mind that the privacy policy of the School, if applicable, 

may also assist with its notification requirements in terms of POPIA, and essentially 

sets out our commitment to privacy and upholding the provisions of POPIA.  

7.7. PILLAR 7: Ensuring the implementation of security safeguards 

7.7.1. Security measures on integrity and confidentiality of Personal Information 

7.7.1.1. In order to ensure that all Personal Information Processed by the School is kept 
secure, Personal Information must be Processed, and particular focus is placed on 

the storage, in compliance with the appropriate security measures of the School. 

7.7.1.2. With the aim of strengthening compliance with the provisions of POPIA, annual 

audits may be conducted to ensure that the security measures of the School are up 

to industry standards. The audit should include investigations into possible risk for 

security breaches, and solutions for such risks should be presented to the 

Information Officer of the School who will then present the proposals to the Senior 

Management of the School for implementation. 

7.7.2. Information processed by an Operator or person acting under authority 

Where an Operator Processes Personal Information on behalf of the School, the 

following provisions must be included in any agreement to conduct such Processing: 

7.7.2.1. the Operator must inform the School when Processing of such Personal Information 

occurs; and 

7.7.2.2. measures should be included in all agreements to conduct such Processing to 

safeguard the confidentiality of such Personal Information. 

7.7.3. Security measures regarding Personal Information processed by Operator 
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7.7.3.1. All future contracts with Operators should include clauses which require the 

Operator to make use of security safeguards that measure up to or surpass the 

standards used by the School. 

7.7.3.2. The Operator should be required in terms of such agreement to notify the School 

immediately where there are reasonable grounds to believe that the Personal 
Information of a Data Subject has been accessed or acquired by any unauthorised 

person. 

7.7.3.3. Provision should be made in all Operator agreements for the Operator to as far as 

possible, be held liable for damages suffered if a claim for a Data Breach is 

successful against the School. 

7.7.4. Notification of security compromises 

Notification in the event of a Data Breach is mandated by POPIA. The specifics of 

the internal procedure to follow in the case of a Data Breach is set out in the Data 
Breach and Incidents Response Plan of the School. 

7.8. PILLAR 8: Enabling Data Subject participation 

7.8.1. Access to Personal Information 

Section 23 of the Act requires that procedures be put in place by the School to 

enable Data Subjects who have provided adequate proof of identity to request 

access to their Personal Information.  

7.8.2. Correction of Personal Information 

Section 24 of the Act requires that procedures be put in place by the School to 
enable Data Subjects who have provided adequate proof of identity to request the 

correction or amendment of their Personal Information, which is in the possession 

of the School.  

7.8.3. Manner of access 

Section 25 of the Act requires that the School put in place a POPIA Compliant PAIA 

Manual, the School has done so. 

8. MONITORING OF COMPLIANCE 
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8.1. The Information Officer is authorised in terms of this Policy to, from time to time, 

conduct internal audits and compliance assessments across all business areas of 

the School, in order to - 

8.1.1. establish the compliance status of the School in terms of the Act; 

8.1.2. adherence by Employees to this Policy; 

8.1.3. confirm adequate recordkeeping of Personal Information documentation by the 

School; and 

8.1.4. identify training and support needs of Employees in respect of this Policy. 

8.2. Such audit and compliance assessments reports will be submitted to Senior 

Management for consideration and attention, and must include suggested remedial 

measures by the School for the correction of any identified compliance shortfalls or 

gaps and recommendations for the improvement of the Compliance Framework of 

the School. 

9. BREACH OF THIS POLICY 

Subject to paragraph 10.4 below, any Employee that fails to comply with this Policy may be 

subject to disciplinary action as a result of such failure. 

10. EMPLOYEE RESPONSIBILITIES 

10.1. All Employees are responsible for ensuring that they read and understand this Policy. 

In addition, compliance with this Policy and its contents are expected of all 

Employees. 

10.2. All Employees are equally responsible for the Processing of Personal Information in 
line with this Policy and are required to avoid any and all activities that could lead 

to, or imply, a breach of this Policy. 

10.3. The duty of Employees to report suspicious activities includes the duty to report if 

they have a reasonable suspicion that a Data Breach may have occurred, is in the 

process of occurring, or may occur in future. 

11. INTERNAL PROCEDURES TO RAISE CONCERNS 

11.1. The internal procedures to raise concerns are not set out in detail in this Policy, 

however any Employee who wishes to raise a concern should the principal. 
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11.2. Any person or Employee who does raise such a concern shall not be identified to 

fellow Employees and shall be afforded all reasonable protection of their privacy to 

prevent problems in the workplace. 

12. TRAINING AND COMMUNICATION 

12.1. As part of the induction process for new Employees, they may be required to attend 
training in relation to this Policy to ensure that no Employee is uninformed of the 

contents of this Policy. 

13. RISK ASSESSMENT, MONITORING AND REVIEW 

13.1. We recognise that as time passes changes may become necessary to ensure that 

this Policy remains effective and up to date. The Senior Management of the School, 

together with the Information Officer, may therefore on an annual basis conduct an 

audit/review of this Policy and its efficacy to ensure that high standards are 

maintained at all times in relation to our commitment to protecting Personal 
Information. 

13.2. Should any need for improvements or adjustments arise, they will be implemented 

as soon as is reasonably possible and has been approved by the Senior Management 

of the School. 

  



   

35 
 

 

ANNEXURE A: EMPLOYEE ACCESS TO INFORMATION 

For the purposes of the Processing of Personal Information within the School, there are generally 3 

(THREE) categories, namely information relating to clients; Employees and service providers. 

1. LEARNERS AND THEIR GUARDIANS 

1.1. The Personal Information of all learner and / or their guardians should be treated 

as confidential and should be Processed in compliance with the provisions of this 

Policy by all Employees. 

1.2. Any queries relating to the Processing of learner and / or their guardians Personal 

Information should be directed to the Information Officer. 

2. EMPLOYEES 

2.1. The Personal Information of all Employees shall be treated as confidential, and 

should be Processed in compliance with the provisions of this Policy by all 
Employees. 

2.2. Access to the Personal Information of fellow Employees, except as is generally 

available and known to Employees in the course and scope of their employment, is 

generally not permitted, and any queries in this regard should be directed to the 

Principal of the School. 

3. SERVICE PROVIDERS 

3.1. The Personal Information of all service providers shall be treated as confidential, 

and should be Processed in compliance with the provisions of this Policy by all 
Employees. 

3.2. Any queries in this regard should be addressed to the Information Officer / Principal. 
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ANNEXURE B:LEARNER / GUARDIAN CONSENT FORM 

Dear Parent, 

Name:  

Identity number:  

Child Name:  

Child identity number:  

We, Rooha Pre-Primary School (“Rooha”), have implemented our compliance framework in relation to 

the Protection of Personal Information Act 4 of 2013 (“POPIA”) and take the protection of your and 

your child/ren personal information seriously. 

Accordingly, we would like to ensure that we set the standard high in protecting your personal 
information and that of all our learners, both internally and externally. For this purpose, and since you 

and your child qualify as a data subject (as defined in POPIA), we hereby bring the below mentioned 

to your attention and request that you consent to the following: 

You are hereby informed and acknowledge, as a data subject, that you may be required to provide 

certain personal information (as defined in section 1 of POPIA) to Rooha from time to time relating to 

yourself or your child. 

We value both your privacy and those of our learners and will take all reasonable measures and use all 

reasonable efforts in order to ensure that any personal information in our possession or which is 
processed in relation to you or your child is kept confidential, stored in a secure manner and processed 

in terms of POPIA and South African law. 

By signing, you hereby voluntarily consent to Rooha –  

• processing (which includes the collection, recordal, use, storage and deletion/destruction) your 

personal information in line with the provisions of POPIA from time to time for the duration of your 

child’s enrolment in the school; 

• collecting, storing, using, deleting, destroying, outsourcing and transferring to third parties your 

personal information for any purpose relating to your child’s enrolment at the school 

• processing your personal information for purposes as required for your childs continued enrolment 

at the school or as otherwise required by law, and that such personal information shall only be 

processed by Rooha, its affiliates or an authorised third party operator for purposes relating to the 

aforesaid enrolment, or any other third party where required in terms of applicable law, or where 

any additional information not incidental to the aforesaid relationship (if applicable) is processed 
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by Rooha in accordance with the circumstances, upon you prior consent, or as may be otherwise 

justified in terms of POPIA. 

It is your responsibility to ensure that all information provided to Rooha is true and correct and that 

you will inform us of any change of your personal information (such as, for example, updated contact 

details) from time to time in order for us to engage with you. 

By signing, you furthermore agree that you shall indemnify Rooha from any action, claim or sanction 

of any nature whatsoever that might be brought or imposed by any person or body whatsoever against 

Rooha as a result of any personal loss, injury or damage arising directly or indirectly from any act or 

omission on your part relating to or incidental to a failure on your part to honour the provisions set out 

herein, or otherwise, as the case may be. 

Please take note that should you not provide the necessary consent to Rooha as contemplated herein, 

we may not be able to comply with our obligations, properly give effect to the relationship between us 

or continue with the further education and enrolment of your child with our school.  

Please further take note that you are welcome to request reasonable access to the personal information 

held on your behalf in accordance with sections 23 and 24 of POPIA, as well as request the correction, 

reduction or deletion thereof, as the relevant circumstances may require. 

I hereby declare that I voluntarily consent to the above terms and that I hereby bind myself fully by 

the aforesaid terms and conditions. 

You herewith provide us with the required consent to process the personal information of your child so 

as to fulfil our obligations as educators to your child.  

 

__________________________      ______________________ 

Signature         Date 
 

 


